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Introduction 
 
The purpose of this paper is to describe the opportunities for eHealth in HIV for people living and affected 
by HIV. EATG is particularly interested in exploring its role in supporting the development and 
implementation of eHealth solutions in the WHO European region. This work has been supported by the 
EATG eHealth Task Group, which facilitated the input of key informants in the development of this paper. 
Desk research addressed each of the topics. 
 

What is eHealth? 
 
Definition 
The European Regional Office of the World Health Organization defines digital health as follows: 
 

Digital health – a broad umbrella term encompassing e-health, as well as developing areas such 
as the use of advanced computer sciences (for example, in the fields of “big data”, genomics and 
artificial intelligence) – plays an important role in strengthening health systems and public health, 
increasing equity in access to health services, and in working towards universal health coverage.1 

 
According to WHO Europe, eHealth is defined as “the use of electronic means to deliver information, 
resources and services related to health. It covers many domains, including electronic health records, 
mobile health and health analytics, among others. eHealth can put information in the right place at the 
right time, providing more services to a wider population and in a personalized manner”.2 
 
Eysenbach provided an early definition of eHealth that acknowledged that “the term characterises not 
only a technical development, but also a state-of-mind, a way of thinking, an attitude, and a commitment 
for networked, global thinking, to improve healthcare locally, regionally, and worldwide by using 
information and communication technology”.3 
 
That being said, definitions vary and are evolving. Shaw et al describe eHealth in terms of what it achieves 
and has classified it into three overlapping domains: health in our hands, interacting for health and data 
enabling health. These result in empowered consumers, informed and responsive professionals, and 
efficient and connected systems and integrated health and wellness.4 
 
Figure 1. Conceptual model for eHealth (Shaw et al)4 
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Types of eHealth 
This section describes some of the types of eHealth applications being developed from the service user’s 
perspective.5,6 For a comprehensive description of the different types of digital applications, please refer 
to the WHO’s Classification of digital health interventions.7 
 

● Mobile phone applications link peoples’ smartphones to providers, health data, information or 
other users. An example of this kind of eHealth application is EmERGE8, which is an app that 
provides people living with HIV with access to their clinical health information, the ability to make 
appointments and engage in 1-to-1 communications with health facilities and clinicians. EmERGE 
is adapting the platform to support support PrEP programmes for HIV-negative people.9 The 
Happi app10 in the Netherlands is a similar clinical support application for people living with HIV, 
as well as dermatology and haematology patients. It includes quality of life measures and a space 
for people to prepare for their medical appointments ahead of time. Another example is the 
Life4Me app, which is available in multiple languages and supports people to monitor their own 
health. The app facilitates communications, provides access to results and provides reminders to 
support adherence. The app developers also provide links to clinics, peer organisations and 
information sources.11 
 

● Short Message Service (SMS) interventions employ text messaging for various applications to 
address people’s needs. This includes reminders of appointments, adherence support, 
conversations with healthcare providers and communication of laboratory results. SMS services 
are particularly helpful for people living in countries with limited mobile phone bandwidth (i.e. 
lack of 3G, 4G or 5G services). 
 

● Wearables are hardware and software applications that people wear, most often in the form of 
a wrist band, examples of which include the Apple Watch and the Fitbit. The simplest of these 
are activity trackers that encourage increased movement by counting steps, distance and time 
remained seated. Some wearables measure health-related data, such as falls, heart rate (pulse), 
blood oxygenation and heart rhythm, the last of which can provide warnings of irregular 
heartbeat and are considered medical devices. Work is underway to develop wearables for other 
functions, such as blood glucose monitoring for people living with diabetes. 
 

● Telemedicine provides patients with access to facilities and healthcare professionals at a 
distance, normally through an internet portal, in the form of making appointments, information, 
counselling, prescription refills, and video-based discussions. Telemedicine also includes distance 
peer-based assistance for healthcare providers and, more recently, robotic-delivered procedures. 
 

● Electronic patient health records provide unimpeded access to data for healthcare professionals 
and patients. This can include laboratory results, diagnosis, procedure descriptions, etc. 
Electronic patient health records can be centralised, or thanks to block-chain technology, 
decentralised. These records can be supported by individual facilities, groups of related facilities 
or at the country level. 

 
● E-prescribing is a form of telemedicine that facilitates communications between the prescriber, 

the pharmacy and the patient, eliminating the need for paper prescriptions and refill 
authorisations. 
 

● Virtual medical teams allow for interdisciplinary care without healthcare professions needing to 
be at the same location. This is helpful for rural areas, where distances are far, and also to bring 
specialisation to areas that have traditionally done without. 
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● Virtual peer support provides synchronous and asynchronous opportunities for people living 

with HIV to give and receive support for difficult aspects of their care, such as coping with 
diagnosis, disclosure, changes in mental health status, adherence, etc. 
 

● Information provision via websites, gamification or social media offers diverse and often tailored 
material to inform people’s health and wellbeing. 

 
 

Driving forces for eHealth development and implementation 

The World Health Organization resolution from 2018 acknowledged the “potential for digital technologies 
to … support health systems in all countries in health promotion and disease prevention, and by 
improving the accessibility, quality and affordability of health services”12. The WHO European Region 
acknowledged the importance of eHealth in its European Programme of Work, 2020–2025, “United 
Action for Better Health in Europe”13 and they work closely with partners on this topic.14 A similar 
resolution of the European Union cited the need for people’s secure access to health data across the EU, 
the facilitation of personalised medicine through access to data and better collaboration of expertise and 
the empowerment of people to be able to manage their own health.15 At the World Health Assembly in 
October 2020, the European Commissioner for Health noted, "Looking forward, the EU wants to make 
more of digital possibilities – to fully exploit their potential to support a sustainable recovery, and more 
efficient and accessible treatment and care in the future. One of the main priorities is the creation of a 
common European Health Data Space to foster collaboration and to harness data for better healthcare, 
better research, and better evidence-based policy making for the benefit of patients. It should enable 
safe and secure access to health data across borders. It will also contribute to more patient-centred care 
models to empower citizens and give them greater control to manage their own health”.16 

Many potential benefits for eHealth in HIV have been identified.17 eHealth interventions have provided 
cost savings and increased efficiencies for health systems. For patients, this includes the development of 
services that are more patient centred. eHealth has been found to be helpful in increasing access to health 
care services for people who would otherwise struggle to engage, including disabled people and key 
populations. This has been confirmed in other disease sectors, such as diabetes where underserved 
populations and people in resource-poor settings have benefited from eHealth.18 People using eHealth 
interventions gain more control of their own health with self-monitoring and self-management. eHealth 
technologies can help to reduce stigma by enabling people to engage with services in private, instead of 
in public locations.19 The EmERGE project facilitated people living with HIV to gain control of their own 
data, save time visiting facilities and provide a level of security that communications modalities outside 
of that app, like email and telephone calls, could not.20 Real-time monitoring is a feature of some digital 
solutions. For instance, remote monitoring of blood pressure in real time can provide feedback to the 
patient who can either adjust medicines or take other measures to manage their hypertension. This 
benefits not only the patient but also the healthcare provider, who sees the action and reaction effects 
of continuous monitoring.21 

For clinicians, eHealth provides the opportunity to approach care in a more tailored way through 
differentiated and individualised service delivery. 22 Clinicians who took part in the EmERGE project 
indicated that the time savings for well controlled patients gave them the opportunity to spend more 
time on patients with more difficult clinical profiles.23 
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A systematic review of eHealth interventions showed that eHealth interventions can be successful in 
achieving short-term benefits in men who have sex with men. These types of interventions need to be 
studied further because only a few of them were successful in showing maintained benefits after twelve 
months.24 

Another systematic review of eHealth, this time looking at perinatal care illustrated increased patient 
satisfaction and engagement, revealed fewer clinic visits corresponding to time savings, increased 
clinician satisfaction and remote monitoring during pregnancy. This resulted in increased access 
especially in low- and middle-income countries.25 

Digital health interventions provide opportunities based on the technology itself, including the possibility 
for real-time language translation support and the use of artificial intelligence (AI). AI enhances eHealth 
interventions by providing decision-support, data mining and machine learning to improve effectiveness 
and efficiencies in health care26 and, as key informants indicated, allowed for monitoring side effects, 
different treatment interventions and real-time patient satisfaction. 

 

Risks associated with eHealth development and implementation 
 
In addition to the benefits that eHealth brings to HIV care, there are also potential risks that need to be 
managed and researched. For many people, the lack of sufficient communications and technology 
infrastructure impedes people’s use of eHealth solutions. Where availability exists, the costs are often 
too high for many people to afford. Gender disparities can occur at the personal level and in terms of 
digital literacy, which can affect uptake of eHealth interventions in women.27 A major recurring concern 
centres around data privacy and confidentiality. 28 Technical literacy is another source of disparity among 
people who cannot take advantage of eHealth interventions, in spite of access. Human contact has been 
cited by both patients and clinicians as an essential component of health care delivery that can be 
compromised by eHealth.29,30 
 
Many of these themes are observable in other disease states. In diabetes care, patients echoed concerns 
around decreased human contact, lack of eHealth literacy and issues related to data governance, privacy 
and security.31 
 
Patients who took part in the EmERGE project pointed to challenges, such as reduced interaction with 
clinicians; lack of complete data sets in the app, compared to national electronic health records; 
incomplete functionality in the app; and health literacy. Some of these were particular to this application 
and some more generally related to challenges of eHealth stated elsewhere.32 
 
The key informants pointed to risks related to workforce issues, of which much is unknown. Will digital 
interventions serve to address overburdened health systems, or will they strengthen ongoing brain drain? 
Digital solutions allow for healthcare providers to work at a distance, which could counter the effects of 
brain drain due to the ongoing migration of trained health specialists from East to West. 33 On the other 
hand, technology allows health workers in the East to work remotely for employers in the West, instead 
of in the workers’ home countries. Another effect of digitisation is the potential for eHealth to facilitate 
the rationalisation of healthcare, resulting in the need for fewer providers, which could be seen as a 
benefit. In any case, there is a need to take training and infrastructure into consideration wherever 
eHealth is implemented but this is particularly the case where there is less digital literacy to begin with 
because of less access to technology and fewer people with expertise. 
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Key informants cited disparities within Europe as a major risk for implementing eHealth solutions. It 
would be insightful to study the differences in health literacy, technological literacy, internet penetration, 
smartphone ownership and costs among Western, Eastern and Southern Europe in order to better 
articulate these disparities. Furthermore, as previously mentioned, disparities exist within countries 
based on geography, age, income and among vulnerable populations. 
 
The key informants identified the motivation of eHealth developers as a potential risk, especially if 
interventions are top-down, profit-driven or provider oriented. These types of interventions risk not 
taking into account the needs of patients as their primary objective, which could lead to lower user 
adoption rates and ultimately worse clinical outcomes. 
 

 
Ethical Issues34 
 
Ethical principles are important to consider when developing and implementing eHealth interventions. 
eHealth can provide users with greater autonomy over their health care, which is positive. However, 
applications that monitor clinical functions can be intrusive. Users of eHealth interventions have concerns 
about privacy, noting that they have the right to control the collection and dissemination of their own 
data. Some users reported increased privacy due to the data being accessible to them via secure sites, 
while others report concern that privacy might be breached. Other threats to privacy include the need to 
find private places to conduct conversations with healthcare providers and hiding private information 
from others on shared computers or mobile phones (e.g., in a domestic setting). Related to this is 
confidentiality which, as in all aspects of health care, the confidentiality of patients must be assured. 
Informed consent is another important ethical consideration and requires that people understand the 
implications of engaging in eHealth interventions before they sign up to do so. 
 
Equity in eHealth is a complex ethical consideration. On the surface, as already mentioned, eHealth has 
the potential to increase access to services, reduce costs and realise efficiencies, which all should lead to 
increased equity. However, given disparities among people due to socio-economic status, location, 
belonging to a vulnerable population and other factors, the so-called digital divide can lead to a decrease 
in equity where eHealth interventions are implemented to replace traditional services. A study in Florida 
confirmed that age, race, ethnicity, urban-versus-rural-versus-suburban settings influence eHealth 
uptake.35 In Norway, education level, age, gender, income and self-rated health status affected eHealth 
use.36 These specific domains might differ from country to country, but such demographic analysis should 
be investigated in order to reduce the risk of creating inequities through eHealth implementation. Related 
to this, equity is an important consideration when studies are designed to test eHealth interventions. 
There is more power in trials when homogeneous, stable subjects are studied; however, this can lead to 
results that favour that specific population instead of others who may gain greater benefit from the 
eHealth intervention being studied than the actual study population itself. 
 
Finally, like with all health care interventions, eHealth must respect the principle of beneficence. eHealth 
applications can provide benefits to patients by realising economic benefits, such as decreasing distances 
and time needed to take off work. However, removing the possibility of human interaction with 
caregivers could reduce the quality of care from the patient’s perspective. The development and 
implementation of eHealth interventions must ensure that the “do no harm” principle is respected in all 
ways, including ensuring that people have the option to choose between in-person and eHealth 
interventions to suit their needs and preferences. 
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Factors for successful eHealth interventions 
 
Elements that improve the likelihood of successful eHealth solutions include digital literacy, cross-
platform useability among devices and programmes and the implementation of supportive policy and 
legal policies.37 Co-design is also an important factor that is explored in more detail in the section below 
on the involvement of people living with HIV. Interventions that are tailored to the specific needs of 
individuals are more likely to be successfully implemented.38 BEUC, The European Consumer 
Organisation, has published principles and recommendations for digital health that outline the consumer-
related needs for successful eHealth intervention.39 
 
The EmERGE project provided insight into several factors that improve successful implementation.40 
These include:  
 

● Trust in the platform: The development of eHealth tools should be led by the needs of patients 
and healthcare workers, not technology companies looking to make a profit or insurance 
companies looking to realise savings.  

● Costs: The primary indicator for success should not be costs. In order to assess cost-effectiveness, 
non-monetary value and opportunity costs should be included in the analysis. 

● Technology: The eHealth interventions should be developed in a decentralised manner to 
address the tech environments in countries and in clinics and should address interoperability by 
linking with other existing systems, including for other health issues. 

● Stakeholder engagement: Relationship building is key in involving all stakeholders, including 
users, both people living with HIV and clinicians. Groups and networks of people living with HIV 
should be involved in all aspects of development and implementation. 

● Choice: eHealth interventions should provide a choice for people living with HIV, some of whom 
will prefer the technological applications, while others will prefer face-to-face encounters with 
their healthcare team. Many will be satisfied with a mix of the two. 

● Self-management: eHealth solutions should include health literacy functions in order to provide 
information so that people can play a more effective role in managing their health care. 

 
A study in France confirmed the need for eHealth interventions to be optional. They found three 
categories of how people living with HIV perceive eHealth, with 26% being enthusiasts of technology, 
31% who mistrust technology and 43% of mostly older people who are interested in eHealth as a way to 
improve their health, regardless of the fact that it is technology based.41 This provides guidance that 
people’s preference must be taken into consideration when developing and implementing eHealth 
applications. 
 
A rapid review of articles describing eHealth interventions published between 2007-2017 showed three 
main factors related to successful implementation. The first is two-way interactivity between the patient 
and the healthcare worker. Applications with this function were more likely to succeed. The second is 
whether or not the application is based on      behavioural theories, which predict and support positive 
changes in people’s behaviour. Examples include the Information, Motivation and Behavioral (IMB) Skills 
Model, the Theory of Planned Behaviour, and Motivational Interviewing. Those that embedded a sound 
theoretical basis were more likely to experience successful implementation. Finally, the researchers 
found that applications that combined knowledge (information) and cognition (attitudes) approaches 
showed an increased likelihood of affecting desired behaviour change. 42 
 
An analysis of case studies of eHealth in low and middle income countries named the following factors as 
being important for eHealth intervention scale up: end-user input with tangible benefits deriving from 
the intervention; all stakeholders must be trained and motivated; the application must operate on the 
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basis of simplicity, interoperability and adaptability; the policy environment must encourage eHealth 
innovation; and, the infrastructure to support the eHealth initiative must be in place.43 

 

Experience of eHealth since COVID-19 
 
EATG has published a series of reports as a part of its rapid assessment of the effects of COVID-19 on 
people living with and affected by HIV. Disruptions and changes to service delivery are described in the 
reports along with assessments of individual and system challenges.44 Key informants reported that HIV 
services changed as COVID-19 forced countries into (partial) lockdown. Suddenly, appointments, 
prescriptions, and referrals became virtual, either via telephone or internet. In some locations, access to 
multiple months’ worth of treatment became possible, where before COVID-19 this was not the case. In 
addition, delivery of medicines and diagnostics (e.g. self-tests) were made available to patients, and 
smartphone-based counselling and virtual outreach increased. The European Commission has released 
a set of conclusions of lessons learned due to the COVID-19 crisis that also covers eHealth 
interventions.45 
 
Similarly to physical distancing, “medical distancing” minimised contact between medical personnel and 
patients, in order to reduce the risk of transmitting the corona virus. It has been reported that this has 
resulted in time and cost savings while maintaining high quality services.46 A systematic review showed 
that eHealth interventions were successfully deployed to support patient-centred care, including 
facilitating appointments, triaging patients, minimising occupational exposure risk, and facilitation of 
interdisciplinary teamwork.47  
 
The urgent need for alternative approaches to providing health care resulted in the sudden 
implementation of novel eHealth solutions around the world. This shows that “regulatory barriers that 
have held virtual health care back for all these decades were never justifiable”, according to Alex Jadad, 
quoted in the Lancet. The article further questions the extent to which regulations will be further 
loosened and whether or not these innovations will remain after the pandemic is over.48 
 
Key informants reported the sudden implementation of interventions to support people taking 
medicines for tuberculosis further demonstrates unjustifiable requirements for frequent visits for 
adherence monitoring that were suddenly set aside because of COVID-19. Video Observed Therapy 
(VOT) is also considered in the context of people taking opioid substitution therapy (OST) medicines. For 
TB, researchers have found that VOT is flexible, cost-effective, convenient and acceptable for 
healthcare providers and patients.49,50 
  
The European AIDS Clinical Society (EACS) released a statement calling for countries to ensure delivery 
of services and to prepare contingency plans to ensure that at least minimum standards are met and 
that patient experiences inform the response.51 In spite of this, key informants reported that 
innovations related to eHealth and COVID-19 were realised without the engagement of people living 
with or affected by HIV. While it is understood that the pandemic brought a need for urgent changes, 
these should have been done in consultation with organisations of people living with HIV at country 
level.52 It is essential that digital solutions are evaluated based on the acceptability to users, as well as 
to those people who choose not to use eHealth options. Linked to this, it is important to understand the 
qualities of eHealth interventions that attract certain groups, while keeping others away. It was found 
that NGOs faced challenges due to the switch to digitalisation during COVID-19, including questions 
about security systems and the need for increased digital skills among staff.53 Community-based 
eHealth solutions were found to be helpful during the pandemic. The app Life4me+ found itself in the 
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unique situation to assist 200 stranded people living with HIV during the first lockdown, over 80% of 
whom were migrants from Eastern Europe and Central Asia and the Balkans. Life4me+ provides legal 
support, rapid help for procuring medicines and support for integration of services, working in 
collaboration with clinicians, pharmaceutical companies, the Red Cross, pharmacies UN agencies and 
EATG.54 
 
 

Examples of eHealth in HIV 
 
Prevention (PrEP, counselling, etc) 
eHealth has demonstrated to be effective in prevention interventions for men who have sex with men, 
especially in the short term. More studies need to be conducted to determine if these effects are 
sustainable in the long run.55 Interventions include support for PrEP, information provision and social 
support.56 Key informants indicated that eHealth applications are being developed that integrate PrEP 
support with self-testing for HIV and self-sampling for STIs, as well as providing links to psychosocial 
services. eHealth solutions can be adapted for underserved populations, including people living in 
institutions and for homeless people. Support for prevention and other services can be conducted 
through eHealth interventions by peers and non-medical workers in communities. 
 
Testing (self-testing for HIV and self-sampling for STIs) 
According to a systematic review57, HIV self-testing has proven to be safe and leads to increased testing 
uptake in men who have sex with men and trans people; people test more frequently when self-testing 
is available; and linkage to care, STI testing and condom use are not negatively affected by self-testing. 
Grindr, the dating app for men who have sex with men, has been successfully used to promote self-tests 
among vulnerable populations in Los Angeles.58 
 
More insight into the use of self-testing in other populations is needed. A small study conducted in the 
UK showed that young people from ethnic minority groups found that online sexual and reproductive 
health services provided speed, convenience and privacy, the latter making the online solution 
particularly attractive.59 A larger British study found that people at higher risk – young people, men who 
have sex with men and those engaged in finding sexual partners online – were more likely to use the 
internet for sexual health purposes.60 The option of eHealth delivered sexual and reproductive health 
services has the potential to increase access, depending on whether the burden of costs falls on the 
health system or the end user. 
 
Treatment (clinical services, peer counselling, adherence, etc.) 
A systematic review looking at digital innovations in HIV, reported on between 1996 and 2017, showed 
that text messaging (SMS) increases adherence to HIV medicines and improves clinic attendance rates. 
Internet-based interventions improved clinical attendance, ART adherence, self-care and reduced sex 
behaviours that increase risk of infection. Combined eHealth interventions increased clinic attendance, 
ART adherence, partner notification and self-care.61 A systematic review of publications reporting on 
eHealth interventions in the Asia-Pacific region confirmed that eHealth applications can successfully 
engage and retain people living with HIV in care.62 
 
Peer support women63 
A study in Florida found that women identified that peer interaction was the main benefit to participate 
in video counselling, not the engagement with technology itself. Those who did not want to participate 
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cited the lack of desire to be involved in group activities, not the technology, as the reason. Therefore, 
when trying to anticipate participation in eHealth interventions, it is important to address the type of 
activity itself, not just the technology aspects. 
 
Co-morbidities (OST, TB, STIs, non-communicable diseases (NCDs)) 
As already described in this paper, eHealth interventions support other disease areas, including TB and 
diabetes. The Non-communicable Diseases Alliance has published a resource that describes the 
opportunities and challenges associated with eHealth for NCDs.64 Also described earlier in this document 
are potential opportunities for eHealth to support opioid substitution therapy for drug users. eHealth 
applications have been shown to successfully support testing and treatment for sexually transmitted 
infection. The WHO recommends self-sampling for gonorrhoea and chlamydia as an additional approach 
for STI testing.65 Online STI services are available in many European countries. Key informants indicated 
that social network apps (Grindr, Telegram, etc.) web provide advertisements for these services, as well 
as informal linkages among users to access services outside of the formal health system in some 
countries. Given that the dark web is where drugs are traded and where people seek information for 
drugs, there is a need to reach out to people to provide information and links to HIV services in ways that 
resonate with drug users. 
 
 

Role of people living with HIV in eHealth 
 
It is widely accepted that person-centredness and integration are essential for improving the health and 
wellbeing of people with chronic diseases, including people living with HIV. The WHO has developed a 
framework for person-centred integrated services that places people at the heart of service governance, 
development and delivery.66 It is also widely accepted but rarely effectively implemented that the 
principle of the Greater Involvement of People living with HIV/AIDS (GIPA) should guide programme 
development and integration and is a principle that embodies the rights of people to self-determination 
and participation in decision-making regarding their care.67 The EmERGE co-design approach is an 
example of the effective application of GIPA, with significant time and resources invested in ensuring 
involvement of people living with HIV, while the sudden facility-driven changes to services for HIV 
implemented after the outbreak of the COVID-19 pandemic is an example of ignoring the GIPA principle.68  
 
Co-creation, co-design, co-management69,70,71 
The co-design approach to EmERGE was able to achieve a number of important objectives, including 
patient empowerment, an acceptable and accessible product, timely access to personal data and 
enhanced data security. A paper describing examples of involving children and young people in eHealth 
codesign described similar benefits: better and more satisfying services resulting in greater digital 
literacy and improved relationships and increased take up of eHealth interventions. Similarly, a study 
looking into co-design with elderly people found increased help-seeking behaviour and improved health 
literacy. The downsides to co-design can be managed with planning and resources ahead of time. These 
include more time needed for development, increased costs, unclear power dynamics and a false sense 
of democracy. Patient engagement is complex and multidimensional (cognitive, emotional, or 
behavioural). Without co-design, most eHealth interventions are designed to address only one or two 
dimensions that directly relate to healthcare management, as opposed to addressing the patient 
perspective.72 There is a need for better understanding of patient engagement, including co-design, for 
the development of more effective eHealth interventions. 
 
In sum: 
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• People living with HIV should be involved and consulted in all aspects of digital solution 
development and implementation, especially through co-creation, co-governance and co-
implementation. 

• Initiate activities in selected countries (and eventually Europe-wide) to track the involvement 
and satisfaction of people living with HIV in eHealth activities and to understand the positions 
of organisations of people living with and affected by HIV regarding the implementation of 
eHealth solutions 

• People living with and affected by HIV and the organisations representing them must be 
included in any changes to service delivery, including the implementation of eHealth 
interventions. 

• Insist that end users have the opportunity to review the levels of satisfaction and acceptability 
of eHealth tools, including an assessment of to what degree digitalisation leaves former clients 
behind. 

• EATG should promote that new bio-epidemiological and satisfaction surveys would include 
questions about accessibility and acceptability of digital solutions. 

 
 

Policy issues in eHealth 
 
Key informants identified the need for European-wide and country-based regulatory frameworks to guide 
the development and implementation of eHealth initiatives. Currently, there are no standardised 
requirements for eHealth development processes, research, licensing or post-marketing surveillance, 
except in cases where the eHealth applications are designated as medical devices (e.g. heart rhythm 
monitors on wearables). These standards are necessary and should take into consideration the need for 
patient involvement and engagement at all stages. 
 
Key informants pointed to the need for clinical guidelines and protocols to be developed and standardised 
that support eHealth implementation and scale up at the Europe, EU and country levels. The guidelines 
should indicate the minimum requirements for enrolling patients into eHealth interventions, as an 
additional service delivery option to face-to-face clinic visits. Furthermore, protocols should be developed 
to facilitate successful interface among patients, healthcare providers and eHealth technology. 
 
Most countries shape their national digital policies with limited engagement of consumer and patient 
voices, particularly in the East. The European Commission’s support for the development of a European 
Health Data Space includes “further work on governance and rules, quality of data, infrastructure, and 
technical interoperability, capacity building and digital skills”, with the introduction of a legislative 
proposal in 2021.73 The WHO has also developed a draft strategy on digital health covering 2020-2025.74  
 
The European Commission has identified a number of policy issues essential in supporting the 
development and implementation of innovative eHealth interventions. Given the increasing digitalisation 
of health interventions and the need for better and more efficient health services, the EU has identified 
three core action areas:75 
 

Citizen’s secure access to and sharing of health data across borders 
This acknowledges that people have a right to their own health data; however, many people have 
little or no access and there is currently no standard mechanism for allowing this to happen across 
borders. The advantages for people to access their data and provide this information to trusted 
healthcare workers providing services to them is clear. This affects migration within EU member 
states. For Europeans outside of the EU, there are advantages and disadvantages to digital 
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portability, according to key informants. While it would be helpful to have access to health data, 
it is important that these data remain secure and do not end up with other actors who could 
misuse this information. The ethical principles of privacy, confidentiality and informed consent 
must be respected with portable data, whether it is from country to country within the EU, from 
outside the EU to inside the EU or among different facilities within countries themselves. One 
possible solution would be for people to carry their data when moving from healthcare provide 
to healthcare providers in different institutions or different countries. The COVID-19 pandemic 
has necessitated the development of blockchain-based digital solutions that facilitate track and 
trace in decentralise data storage systems.76  
 
Better data to advance research, disease prevention and personalised health care 
The goal of cross-border data sharing among member states will provide a rich source of 
information to inform prevention, diagnosis and treatment of disease. This will require the EU to 
develop standards for data and data sharing, which is currently not universal and is tackled mostly 
on a disease-by-disease basis. 

 
Digital tools for citizen empowerment and person-centred care. 
It is necessary for health systems to become more person-centred and integrated in order to 
successfully address the ageing population and the increase in multiple morbidities. Digital 
interventions are key to empowering people to better manage their own health. This will require 
efforts to increase both health and technological literacy. These tools are integral in supporting 
significant strategic changes to health care delivery to support patient-centred integrated care. 

 
 

Glossary 
 
The following link to the eHealth Digital Service Infrastructure Glossary provides definitions of common 
terms related to eHealth. 
 
https://ec.europa.eu/cefdigital/wiki/display/EHOPERATIONS/eHDSI+Glossary 
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